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Quick Intro
THE SPEAKER
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Briefly about myself

PhD at ETH Zurich
Supervised by Prof. L. Vanbever

Main topics:
● Inferring network ingress / egress

based on noisy data

● Detecting BGP hijacks
based on data-plane signals

Now, Co-Founder and CTO of Netfabric

An ETH spin-off with the main goal to
enable AI-native network operations

Key focus areas:
● Providing safe, cost-effective, and 

hallucination-free AI operations

● Combining AI with formal methods



State of GenAI in Network Operations
THE STATE
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Awareness Experimentation Production

Broad consensus that 
GenAI can fundamentally 
reshape network ops:

● Driving efficiency

● Taking over many tasks 
so far handled by 
humans / scripting / 
automation

Teams are trying out first 
use cases. Typical 
learnings:

● Enormous potential, but 
hard to navigate

● Success isn't binary; it 
hinges on "how often 
does GenAI get it right?"

Production usage is more 
challenging.

Given that networks are 
mission critical, GenAI 
has to be used carefully. 
Hallucinations could be 
devastating.
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Broad consensus that 
GenAI can fundamentally 
reshape network ops:

● Driving efficiency
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so far handled by 
humans / scripting / 
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Teams are trying out first 
use cases. Typical 
learnings:
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Production usage is more 
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Given that networks are 
mission critical, GenAI 
has to be used carefully. 
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devastating.

Today, most operators are 
trying to bridge this gap

Many challenges:

● Hallucinations
● Data privacy
● Unstable results
● Cost explosion
● Too much data

In this presentation: We share some of our experiences and challenges with 
a strong focus on how to handle syslog data with GenAI



It All Starts with Network Data
BIGGER PICTURE
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DATA SOURCES

What happened?
Log streams, SNMP traps, BMP, gNMI/ 
gRPC/YANGPush, status mails, …

Events

What is true right now?
CLI execution, REST API, SNMP, 
NETCONF/RESTCONF, status pages, optical 
lookups, device configs, …

State

How is the network behaving?
SQL, metrics, time-series, NetFlow/IPFIX, 
packet captures, …

Traffic

What else can we learn?
Synthetic probes, existing tools & scripts, 
automations, email requests, …

Active Checks

What else explains this?
Runbooks, ticket history, emails, change 
context, vendor documentation, vendor bugs, 
…

Context
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DATA SOURCES

What happened?
Log streams, SNMP traps, BMP, gNMI/ 
gRPC/YANGPush, status mails, …
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What else can we learn?
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Active Checks

What else explains this?
Runbooks, ticket history, emails, change 
context, vendor documentation, vendor bugs, 
…

Context

Agent can answer any question related to my network.

ALL PROBLEMS ARE SOLVED!

Huge Data Amounts

Noisy and Incomplete

…

Brownfield Environments

Inconsistent Identifiers

X
x

x

x

x



Letʼs Focus on One Example: Log Messages
EXAMPLE
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Perfect LLM Fit? — Logs are just text strings in natural language,
so a perfect fit for a Large Language Model LLM?
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Perfect LLM Fit? — Logs are just text strings in natural language,
so a perfect fit for a Large Language Model LLM?

— Medium-sized network (100 devices) produces millions of log lines 
per day, large ones easily result in TB of log data per day

— Even the strongest LLMs fail, because the context window is too small
— 100 tokens / log, 5M logs / day, 3$ / 1M tokens ⇒ $ 500k / year

Data Amount

Key Challenge



Letʼs Focus on One Example: Log Messages
EXAMPLE

11

Perfect LLM Fit? — Logs are just text strings in natural language,
so a perfect fit for a Large Language Model LLM?

— Medium-sized network (100 devices) produces millions of log lines 
per day, large ones easily result in TB of log data per day

— Even the strongest LLMs fail, because the context window is too small
— 100 tokens / log, 5M logs / day, 3$ / 1M tokens ⇒ $ 500k / year

Data Amount

Key Challenge

We need an additional layer of abstraction



Automated Parser Generation
KEY IDEA
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Example Logs

lil.fr.eu: RADIUS server 
2931:43e:11cb:72-:21
is not responding

ASA-6-10: access-list ALLOW_ALL 
permitted tcp 192.168.1.10 
(52344) -> 93.184.216.34 (80)

× 5

× 30M

Total:

Arbitrary Sources

Cisco
devices

Juniper 
switches

Fortinet 
Firewalls

Zscaler 
logs

Aruba 
Access 
Points

Output from 
custom tools

+++
69M log lines
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Example Logs

69M log lines
Total:

Arbitrary Sources

Cisco
devices

Juniper 
switches

Fortinet 
Firewalls

Zscaler 
logs

Aruba 
Access 
Points

Output from 
custom tools

+++

A Few Log Events Remain

700 event types

Event: RADIUS unresponsive
<device>: RADIUS server 
<ip_address>
is not responding

Event: firewall match
<device>: access-list <name> 
permitted tcp <src_ip> (<sport>) 
-> <dst_ip> (<dport>)

× 1

× 1

Instructions:

● Create a parser to 
extract key values

● Label each 
“parameterˮ
with a keyword

● Add an event title

Automated Parser Generation

Total:

Automated Parser Generation

lil.fr.eu: RADIUS server 
2931:43e:11cb:72-:21
is not responding

ASA-6-10: access-list ALLOW_ALL 
permitted tcp 192.168.1.10 
(52344) -> 93.184.216.34 (80)

× 5

× 30M



One Example of Overcoming an Old Challenge with AI
KEY IDEA
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KEY ADVANTAGES

Works across vendors
and device types

No need for a
standardized syslog format

Automatically adapts if an OS 
update changes log content

No more time intensive
regex creations

Instructions:

● Create a parser to 
extract key values

● Label each 
“parameterˮ
with a keyword

● Add an event title

A Few Log Events Remain

700 event types
Total:

Automated Parser Generation

Event: RADIUS unresponsive
<device>: RADIUS server 
<ip_address>
is not responding

Event: firewall match
<device>: access-list <name> 
permitted tcp <src_ip> (<sport>) 
-> <dst_ip> (<dport>)

× 1

× 1



Numbers From a Medium-Sized Network
DEPLOYMENT EXAMPLE

15 Days (spanning one month)

Number
of Logs
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Number
of Logs

Days (spanning one month)

1ʼ000ʼ000

2ʼ000ʼ000

3ʼ000ʼ000



Event Types After Parsing the Logs
DEPLOYMENT EXAMPLE
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Number
of event

types

Days (spanning one month)

100

200
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Number
of event

types

Days (spanning one month)

100

200

Common weekly patterns

Event Types After Parsing the Logs
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Number
of event

types

Days (spanning one month)

100

200

New event
types

Event Types After Parsing the Logs



DEPLOYMENT EXAMPLE

Number
of event

types

Days (spanning one month)

100

200

First day of processing
Everything is new

Maintenance day with 
device upgrades

New events appear 
even after one monthNew event

types

Event Types After Parsing the Logs



Common Pitfalls with this Approach
CHALLENGE
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Security violation on rou-zurich 
interface GigabitEthernet5153/0/21

Power supply 2 is absent/shutdown, 
ps-redundancy might be affected

(default) neighbor
192.168.232.21 Down

Parser Creation

Security violation on .*
interface GigabitEthernet5153/0/21

.*

(default) neighbor 
\d+\.\d+\.\d+\.\d+ Down

Overly specific parser

Too general parser

Lack of domain knowledge

!

!

!



Five Techniques Greatly Improved the Performance
ENABLERS
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Support for missing 
domain knowledge

In-Context
Learning ICL

Guardrails and
error checks

Targeted system 
prompt instructions

Dedicated handling of 
the log “prefixˮ

1

2

3

4

5
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1

2

3

4

5

ICL Big Gains with Minimal Manual Effort

Through mathematical clustering algorithms we find a few 
diverse but important log lines (using a few days of logs)

We let the LLM build a first set of parsers for these logs

Human-assisted corrections, afterwards these parsers
are provided as examples in the system prompt

Clustering 
algorithm

Parser 
generation

Manual 
corrections
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Support for missing 
domain knowledge

In-Context
Learning ICL

Guardrails and
error checks

Targeted system 
prompt instructions

Dedicated handling of 
the log “prefixˮ

1

2

3

4

5

Support for missing domain knowledge

In the LLM-generated parsers we detect “parametersˮ for 
which we have expert-driven parsers
→ we can replace them

Log with a MAC address. We provide a parser supporting 
different display styles, e.g., “:ˮ or “-ˮ separators 

Identify 
holes

Example



The Log Events Are 
Only the Beginning:
They Open Many New 
Use Cases

FUTURE OPPORTUNITIES
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Fine-Grained Scoring

● LLM-based assessment
of the severity of the log events

● Computation of an anomaly score

Detailed Insights

● Importance of different “parameterˮ 
values, e.g., interface down > up

● Easily detect outliers, e.g., always user 
Hans but once user root instead



We Solved the Log Network Data Problem. Are we Done?
BIGGER PICTURE
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DATA SOURCES

What happened?
Log streams, SNMP traps, BMP, gNMI/ 
gRPC/YANGPush, status mails, …

Events

What is true right now?
CLI execution, REST API, SNMP, 
NETCONF/RESTCONF, status pages, optical 
lookups, device configs, …

State

How is the network behaving?
SQL, metrics, time-series, NetFlow/IPFIX, 
packet captures, …

Traffic

What else can we learn?
Synthetic probes, existing tools & scripts, 
automations, email requests, …

Active Checks

What else explains this?
Runbooks, ticket history, emails, change 
context, vendor documentation, vendor bugs, 
…

Context

Agent can answer any question related to my network.

ALL PROBLEMS ARE SOLVED!



New Challenges Appear Once Data Is Agent-Friendly
BIGGER PICTURE
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DATA SOURCES

What happened?
Log streams, SNMP traps, BMP, gNMI/ 
gRPC/YANGPush, status mails, …

Events

What is true right now?
CLI execution, REST API, SNMP, 
NETCONF/RESTCONF, status pages, optical 
lookups, device configs, …

State

How is the network behaving?
SQL, metrics, time-series, NetFlow/IPFIX, 
packet captures, …

Traffic

What else can we learn?
Synthetic probes, existing tools & scripts, 
automations, email requests, …

Active Checks

What else explains this?
Runbooks, ticket history, emails, change 
context, vendor documentation, vendor bugs, 
…

Context

Agent can answer any question related to my network.

ALL PROBLEMS ARE SOLVED!X
Agentic Data Retrieval

Safety and Guardrails

…

Lacking Knowledge

Hallucinations

x

x

x

x



How Can the Agent Interact with the Data?
AGENTIC INTERACTIONS
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DB containing key data, 
e.g., flow observations

What is the 
correct 

interface?

Agent trying to get
flow insights



We Have to 
Consider Two 
Main Dimensions

AGENTIC INTERACTIONS

29

Control
Fl

ex
ib

ili
ty

What is the correct interface?
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Control
Fl

ex
ib

ili
ty

Agent writes SQL 
queries

Set of targeted tool 
calls

What is the correct interface?
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Control
Fl

ex
ib

ili
ty

Agent writes SQL 
queries

Set of targeted tool 
calls

Challenges:
● Scalability
● Delay
● Expressiveness
● LLM capabilitiesChallenges:

● Safety
● Amount of

returned data
● Interpretability

What is the correct interface?
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Control
Fl

ex
ib

ili
ty

Agent writes SQL 
queries

Set of targeted tool 
calls

OUR RECOMMENDATION

Select what works best for your 
LLM model (not a single solution 
fits all of them)

What is the correct interface?

Challenges:
● Scalability
● Delay
● Expressiveness
● LLM capabilitiesChallenges:

● Safety
● Amount of

returned data
● Interpretability



Once we 
Overcome All 
these Challenges,
We Can Start to 
Profit from 
Agentic Network 
Operations

COUNTLESS USE CASES
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Incident Investigation
Impact Analysis

Issue Triage

Investigation

Capacity Forecasting
Migration Planning

What-if Analysis

Planning

Pre & Post Checks
Config Drift Detection

Lifecycle Tracking

Maintenance

Runbook Execution
Config Changes

Automatic Rollbacks

Remediation

Customer Summary
Carrier Ticket Creation

Post-Mortems

External Communication



Letʼs Have a Quick Look at an Example
DEMO
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Incoming Ticket

Agentic Investigation
— Analyzing logs (parsed into events) from Zscaler, Cisco ISE, DNS, …
— Investigating Zscaler policies (retrieved via APIs)
— Identifying the root cause (inconsistent policies)
— Displaying key evidence in “protected panels“ and as references



Are There Any Questions?
COME TALK TO US

35

Today at SwiNOG

Tobias Bühler Simon Scherrer


