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What is the biggest Enemy of Security?
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Cyber Threats and Security Landscape





The Cost of Cybercrime Annually

Source: https://cybersecurityventures.com/cybersecurity-spending-2021-2025/

in 2015
$3 Trillion

in 2021
$6 Trillion

by 2025
$10.5 Trillion



Cost of DDoS-for-hire services. Microsoft mitigated 
an average of 1,955 attacks per day, a 40 percent 
increase from the prior year. Previously, the peak





In a Week

• Microsoft will block 13,685 attacks
• Leaseweb ~15k
• Twitter 2,160,000  in  1 hour, 

3,528,000,000 
• Delta Dental Code Pushes

The Scale of Cyber 
Operations is Immense



Microsoft Will 
Block 13,685 

Attacks

Twitter Will 
Serve 3.5 Billion 

Tweets

AWS Will Push 
Code 7 Million 

Times

Leaseweb Will 
Block 2,087 

Attacks

In a Week



$101B
In 2017

Security Spend

Source: Statista, 2023



Security Spend $169B
In 2021

Source: Statista, 2023
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Coordinated 
Attacks: NATO

Large Enterprise 
Attack: BMW

Continuous Gaming 
Attack: Roblox

Real World Events: DDoS Attacks in Every Vertical



Real World Events: DDoS Attacks in CH
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13:00 GMT to 

22:30 GMT 
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February 17th

BY A10 NETWORKS
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30 Days of DDoS Attacks
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DDoS Attack Weapons Update

Total Weapons
• 15 million combined reflectors and bots
• SSDP is the largest by number of hosts at 

nearly 3 million
• SNMPv2 systems come in at 1.7 million
• China has the largest number of weapons 

with 1.7 million
• USA coming in at nearly 1.6 million
• Both Korea Telecom and Chinanet top the 

largest networks with approximately 800k 
per

Total Bot Activity 
Over 400 Thousand Hosts 

• China and India are the top-two sources of 
bot activity
• Chinanet and BSNL in India are the largest 

networks
• Most bots are infecting others using open 

telnet ports and default credentials
• Most frequently attempted CVE for 

infection is CVE-2017-17215 for Huawei 
HG532



Be Aware of Your Opponents’ Weapons
• Knowing where your opponents’ weapons 

are is important in any combat
• DDoS protection is no different



0

5000

10000

15000

20000

25000

30000

35000

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35

ATTACK TRAFFICSCANNING

Bot begins scanning for 
exploitable systems 

(3 seconds after exploit)

Bot receives attack 
command from the C2

(26 seconds after exploit)

High-speed UDP 
flood begins

(26 seconds after exploit)

Bot Behavior Explained



A10 Thunder Security Solutions
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