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whois ORG-SN292-RIPE

org-name: Stichting NBIP-NaWas
Independent non-profit foundation
Sector initiative started in 2002

Services for Internet Providers

In 2013 request for anti DDoS solution
Started POC 2" % 2013

NaWas operational in 2014 NBIP © nationale

beheersorganisatie
internet

NaWas connected to LINX in 2019 Dro
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* Detect

* Manual or automated

o n n NaWas Scrubbing Center
¢ Mltlgate Transit Peering

* Mitigation devices “-- S @

BGP announce /24 $ $

* Report |
* Report on each attack Clow data /%

* Members portal
* DDoS Data Report (2x per year)

* FlowSpec

ISP Flow Analyses

Stichting NBIP
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* North: Internet
* Transit
* Public peering on Internet Exchanges

« West — East: Scrubbing i
« Multiple vendors 0o Ig;
* Fail-over on multiple sites EE ninl=
* Prefiltering with NaWas filters 00|0000
(migrating to FlowSpec) .- O 1
Control Center

 South: Clean Traffic
* private connections / \

* Only reachable through NaWas

Private

DL QD

Member Member

s
Stichting NBIP nbip.nl






Private Interconnects (1)

Participants (customers) can choose:
Single port or connection

Multiple private connections
Same Internet Exchange

Different Internet Exchanges

BGP session(s) per connection
With primary site

Optionally with secondary site (recommended)
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Private Interconnects (2)

Ports
Port with vlan tagging from IX
Direct interconnect / virtual cross connect (VXC)

Vlan’s from NaWas

Address space for interconnects
From IX

HIENEWES
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Connected IX’s and interconnects

Current

Internet Exchanges Cloud Interconnect
AMS-IX DCSpine / Megaport
NL-IX Epsilon
LINX

Future

D E C' | X NBIP - nationale

beheersorganisatie
internet

Other European IX’s providers



Advantages

Secure
Low latency

Configuration as any transit connection — less
mistakes

Feels comfortable for engineers

NBIP ¢ nationale
beheersorganisatie
internet
providers



owl

— | _ _
.pr....lnllll|

=-)

g = ..‘-—'.
' A ,.,r\u SN S
‘lﬂ\ ol

P - | ~
.

~ i

$ul
oy

I § NN

"N I

i

AE"



nationale
beheersorganisatie

DDoS 2019 cijfers eerste half jaar e

General

* First half of 2019 NaWas registered 572 DDoS attacks
* In 2018 938 attacks

* Max size in 1st half 2019 is 71 Gbps

* Max volume in 2018 68 Gbps

* 1st half of 2019 23 attacks lasted longer then 4 hours
*1n 2018 22 > 4 hours
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R&D NaWas

* WAF-DP: Web Application Firewall - DDoS Protected

* Clearing House (Anti-DDoS coalitie)

* Dissector: Generating mitigation/filtering rules

* Daas: DDoS Detection as a Service
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 Central platform
= « ShadowServer feed input
. « AbuseHUB feed (2019)
= | « Benchmark TU Delft
ooooooooooo * Tickets
= s s
- 8.8 o=
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