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Key learnings

▪Methodology to select SIEM Use Cases

▪Measure coverage of your SIEM Use Case regarding the MITRE 
Att&ck Framework and various standards

▪Guidance on the selection of the most security relevant log feed



Agenda



Set the scene (definitions, namings)
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Problem Statements



SIEM Use Case 
Definition & Drivers
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What is a SIEM Use Case?
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Traditional SIEM Use Case Drivers & Selection
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Use case mapping:
Compliance → Use Case → Log Feeds → Log Sources

VDA-
ISA

ISO 
27k1

Use Case Log Feeds Log Sources

… … … …

8.3 A8.3.1
A8.3.2
A8.3.3

• Devices (workstations, servers) with high event rates
• Excessive Database Connections
• Excessive Firewall Denies from Single Source
• Reconnaisance activities using ICMP Packets.
• …

Endpoint Security, Domain 
Controller, Firewall, IDS, Proxy, 
Database, …

Server01, 
Server03, FW02

… … … …

9.1 A9.1.2 • Inbound and Outbound communication of internal assets with specific 
blacklisted countries/regions

• Remote Access from a specific Country or Region.
• Long Duration Flow Involving a Remote Host.
• …

Endpoint Security, Firewall, IDS, 
Proxy, DNS, …

Client04, 
Proxy05, DNS07

… … … …

12. A.12.7.1
A.18.2.3

• Potential Botnet Connection.
• Potential Connection to a Known Botnet C&C (Command and Control) Server.
• Successful Inbound Connection from a Known Botnet C&C (Command and 

Control) Server.
• …

Endpoint Security, Firewall, IDS, 
Proxy, …

Client09, 
Proxy10, IDS05

…. … … …
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Traditional SIEM Use Case Evaluation: Challenges



Mitre Att&ck
Framework



MITRE ATT&CK Framework



MITRE ATT&CK Framework: Terminology
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MITRE ATT&CK Framework: Why is it useful?



SIEM UC Selection 
Methodology



SIEM UC Selection: Focus Areas & Decision Galaxy



SIEM UC Selection: How to improve?

Traditional 

SIEM UC 

selection

Threats & 

Detection data

Standard 

Mappings

Select 

detection 

method

Att&ck

Unified 
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methodology



SIEM UC Selection: Simplification



SIEM UC Selection: Prioritization & Maturity
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SIEM UC Selection: Threat Detection

Most prolific 
& advanced 

cyber attacks

Names of groups

Software used

Techniques
Rule 

recommendation

Required log 
sources



SIEM UC Selection: Regulations & Risk Management
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SIEM UC Selection: Standards Mappings

Count of Framework Column Labels

Row Labels 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 Grand Total

DE.AE-1 1 1 1 1 2 1 2 1 10

DE.AE-2 1 2 1 1 1 6

DE.AE-3 1 1 1 1 3 2 2 1 1 1 1 1 1 17

DE.AE-4 1 1 1 3

DE.AE-5 2 1 1 4

DE.CM-1 1 2 2 2 1 2 1 1 12

DE.CM-2 1 1

DE.CM-3 1 1 1 2 1 6

DE.CM-4 1 2 3 1 1 8

DE.CM-5 1 2 1 4

DE.CM-6 1 1

DE.CM-7 2 2 1 1 1 1 1 2 1 2 1 1 16

DE.CM-7 1 1

DE.CM-8 2 1 1 1 1 1 7

DE.DP-1 1 2 3

DE.DP-2 1 1

DE.DP-3 1 1

DE.DP-4 1 2 3

DE.DP-5 1 1

ID.AM-1 3 1 4

ID.AM-2 3 3

ID.AM-3 1 1 1 1 4



SIEM UC Selection: Map Attack Framework to CIS

Process monitoring 8.3 6.2 6.3 2.8 2.9 6.7

File monitoring 14.9 5.5 5.3 6.3 6.7 4.8

Process command-line parameters 8.8 2.9 14.9 6.3 6.7

API monitoring 8.8 14.9 6.3 5.3 5.4 6.7 11.3 8.3 2.8 5.5 2.9 16.6 6.2

Process use of network 2.1 2.3 2.4 2.8 2.9 7.4 3.1 3.2 5.5 7.2 8.3 8.7 11.3 12.2 13.3 13.5 6.7

Windows Registry 5.5 6.3 6.7

Packet capture 12.5

Authentication logs 4.8 16.12 4.9 11.5 12.11 16.10 16.3 20.8 6.7

Netflow/Enclave netflow 12.5 12.8 11.2 12.2 12.11 13.5 18.10 6.7

Windows event logs 16.6 6.2 6.3 6.7

Network protocol analysis 12.6 15.3 12.4 15.2 15.8 6.7

Binary file metadata 7.10 6.3

DLL monitoring 2.8 6.3 6.7

Loaded DLLs 2.8 6.3 6.7

System calls 2.8 8.3 13.3 14.9 6.3 5.3 6.7

Malware reverse engineering 7.10 18.7

SSL/TLS inspection 12.10

Network intrusion detection system 12.6 15.3 9.3 9.4 12.2 12.7 6.7

Anti-virus 8.1 8.2 8.4 8.6 6.7

Data loss prevention 13.3 13.5 14.7 14.8 14.5 13.7

Application logs 9.5 6.3 6.7

Windows Error Reporting 6.3 6.7

Web proxy 12.9 12.10 7.4 7.6 7.5 13.4 6.7

User interface 13.3 6.2 6.3 6.7

Network device logs 9.1 9.3 11.3 13.3 15.1 15.2 15.3 6.7

Kernel drivers 5.5 6.3 6.7

Host network interface 9.1 9.3 11.3 13.3 15.2 15.3 6.7

Email gateway 7.8 7.10 6.7

Third-party application logs 3.5 9.5 3.1 3.2 6.3 6.7

Services 6.3 5.3 6.7

Web logs 12.9 12.10 18.10 6.7

MBR 6.3 6.7

Mail server 20.4 6.7

Environment variable 8.8 6.3 6.7

Detonation chamber 7.10 18.7 6.7

BIOS 8.3 5.3 5.4 6.7

WMI Objects 6.3 6.7

Web application firewall logs 18.10 12.9 6.7

VBR 6.3 5.3 5.4 6.7

Sensor health and status 6.2 6.3 6.7

PowerShell logs 8.8 2.9 14.9 6.7

Named Pipes 6.3 6.7

EFI 6.3 5.3 5.4 6.7

DNS records 7.7 8.7 6.7

Disk forensics 14.9 6.3 5.3

Digital certificate logs 1.8 6.7

Component firmware 11.3 6.3 5.3 5.4 6.7

Browser extensions 7.2 7.3 6.7

Asset management 1.1 1.2 1.3 1.4 1.5 1.6 1.8 2.1 2.5 4.1 9.1 12.1 13.1 13.7 15.1 16.1 16.6

Access tokens 4.4 11.5 12.11 15.8 16.3 6.7
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SIEM UC Selection: Final mapping content



SIEM UC Selection: Improvement



SIEM UC Selection: Improvement
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Most useful
data log sources for 
threat detection



MITRE ATT&CK Framework:
244 techniques clustered to 50 data sources



MITRE ATT&CK Framework:
Data Sources mapped to log feed (ranking based on techniques included)

1 Process monitoring

2 File monitoring

3 Process command-line parameters

4 API monitoring

5 Process use of network

6 Windows Registry

7 Packet capture

8 Authentication logs

9 Netflow/Enclave netflow

10 Windows event logs

……

……

……

……

……

……

50 WMI Objects
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Conclusion and 
Problem Statements 
solved
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Problem Statements



Key take aways

▪Threat Detection Roadmap capabilities

▪Comprehensible and defined SIEM UC selection process

▪Relationship between standards/frameworks and the SIEM UC for 
the security detection maturity

▪Measurable and reportable added values of a SOC by the UC 
required based on standards/frameworks

▪Endpoint as the most powerful log feed for anomaly detection



Questions & Answers




