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LOS ANGELES – 22 February 2019
The Internet Corporation for 
Assigned Names and Numbers 
(ICANN) believes that there is an 
ongoing and significant risk to key 
parts of the Domain Name System 
(DNS) infrastructure.



In the context of increasing reports 
of malicious activity targeting 
the DNS infrastructure, ICANN is 
calling for full deployment of 
the Domain Name System Security 
Extensions (DNSSEC) across all 
unsecured domain names.
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https://www.icann.org/news/announcement-2019-02-22-en

https://blog.talosintelligence.com/2019/04/seaturtle.html

• Attacks on the DNS are real
• No detection for months
• DNSSEC is a means to 

secure the integrity of the 
DNS

• TLS, 2FA do not protect you 
if attackers control your DNS!

https://www.icann.org/news/announcement-2019-02-22-en
https://blog.talosintelligence.com/2019/04/seaturtle.html
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DNSSEC signed domain names (Top 1000)

.ch .se
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DNSSEC Validation



Signed .ch domains
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Child DS (CDS) 
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Signed .ch Domain Namen 

admin.ch
search.ch
switch.ch
teletext.ch
open.ch, oetiker.ch
gmx.ch, protonmail.ch, posteo-dns.ch
iway.ch, interway.ch, internezohosting.ch, netzone.ch, csti.ch
unibe.ch, hefr.ch, heia-fr.ch
evoting.ch
gkb.ch
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DNSSEC signing in Switzerland

• Total number of DNSSEC signed .ch domain names rises
• Tool support is available and mature
• CDS helps to automate signing
• Signing all new registrations by default (Infomaniak)
• Signing complete portfolio (FireStorm)

• We need more hosters signing their domain names!





Validation Rate in Switzerland
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How to measure DNSSEC Validation?

•Browse to dnssec-failed.org
•Browser based measurements with ads
•RIPE Atlas
•DS requests on authoritative DNS server
•dig



dnssec-failed.org







Browser based measurements
from APNIC



















RIPE atlas
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RIPE Atlas DNSSEC validation measurement

https://atlas.ripe.net/measurements/20917622/#!probes

https://atlas.ripe.net/measurements/20917622/
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dnssec-failed.org

129
124

dnssec-failed.org on Swiss RIPE Atlas probes 29.4.2019

SERVFAIL NOERROR



On 29.4. probes in AS 3303 showed
more than 50% SERVFAIL when queried
for dnssec-failed.org
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RIPE Atlas DNSSEC validation measurement

• Using the default resolver of the probe
• May be biased depending on the recursive DNS
• Lots of public DNS resolvers (1.1.1.1, 8.8.8.8, quad9)
• Destination doesn‘t help 192.168.1.1
• Resolver can also identified with a request to

whoami.lua.powerdns.org

https://atlas.ripe.net/measurements/20788254/

https://atlas.ripe.net/measurements/20788254/


DS requests on a.nic.ch
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DS requests on a.nic.ch



Summary
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DNSSEC

•Is an essential part of Internet security
•Is a mature protocol
•Improves the security for all services
•Tool support available and easy
•Growing usage of DNSSEC in Switzerland, 
both Signing and Validation J



dns-operation@switch.ch
logo: Cloudflare


