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IoT = Internet of Threats ?

Heiko Frank

Pr inc ipa l  Sys tem Eng ineer
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Saturday for Breakfast
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What is the problem?
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DDoS 2015

100 Gbps
DDoS 2018

Billion/IoT

PEW!
PEW!

VS.
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The World We Live In
DO YOU KNOW THIS MAN?

John Kelsey Gammell

vDOS
<- Paid: $652.87

-> “30Gbps of Dedicated Bandwidth” and 

“Unlimited Boots.”

Source: bleepingcomputer.com and Minnesota Star Tribune, Nov 6, 2017
https://www.bleepingcomputer.com/news/security/man-uses-ddos-for-hire-services-to-attack-former-employer-taunts-firm-via-email/
http://www.startribune.com/hacker-for-hire-cases-going-federal-in-minnesota/455624163/

BUSINESSES ATTACKED:

“FBI convicted a Minnesota man for 
launching hundreds of DDoS attacks …
former employers and business partners”

https://www.bleepingcomputer.com/news/security/man-uses-ddos-for-hire-services-to-attack-former-employer-taunts-firm-via-email/
http://www.startribune.com/hacker-for-hire-cases-going-federal-in-minnesota/455624163/


Increased 
Attacks, SecOps 
Pressure
• High-profile attacks changing the 

economics of protection
• Massive scale multi-vector attack 

(MVA) 1.2 Tbps+ 
• IOT Powered Mirai, WireX, and 

today?

307%

74% 

4x Frequency of 
attacks > 50 Gbps 

Budget increase 
next 6 months

Growth

A10/IDG report. Sept. 2017
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#1—Be ready for multi-vector attacks 



10.

#2—Rate limiting isn’t enough.
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#3—Leverage threat intelligence.
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#4—Build auto escalation into your strategy.
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#5—Get ready for scale.
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Comprehensive
Multi-Vector

DDoS Mitigation

App 

Exploit  

Attacks

Application

Resource Attacks

Network Protocol Attacks

Network Volumetric Attacks

Mitigating DDoS Attacks Using Thunder TPS Series

Packet/Request Anomaly Check
Validate incoming packets & requests

Behavioral Policies & Content Signatures
Thwart malicious behavior and surgically target 

content patterns

Challenge-Based Authentication
Identify malicious from legitimate clients

Black and White Lists
High-scale source-based admission control

Traffic Rate Control
High-granularity traffic rate enforcement
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Defeating DDoS Needs a Precision Strategy

COLOSSAL
DDoS Attacks Loom


