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DDoS is a commodity 

https://www.youtube.com/watch?v=5GZIqqha86w 
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They come in different flavours 

3 



© 2012 SWITCH 

DNS Query with 
spoofed source 
address for a “long” 
answer. 

DNS Reply 
Size: 1.5k 
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Reflective Amplification Attacks 

Victim 
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Reflective attacks 
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Works with every stateless protocol 

•  SNMP 
•  DNS 
•  echo 
•   …. 

 

SNMP 
Amplification: 63 
Target:           Nameserver 
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Open issues 

• Too many open servers/services (DNS, SNMP, …) 
• Many not properly configured 
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BCP38 
                       Network Ingress Filtering: 
            Defeating Denial of Service Attacks which employ 
                       IP Source Address Spoofing 

http://tools.ietf.org/rfc/bcp/bcp38.txt 
May 2000        

• Fixing one by one is tedious 

? 
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Solutions 

• Only open services that need to be open 
– DNS only for authoritative domains 
– SNMP closed to the public 
– Diagnostics closed to the internet 
– Rate limit if you absolutely must provide a such a service 

• Only allow legitimate traffic  
– Ingress filter: BCP38 

� http://www.team-cymru.org/ReadingRoom/Templates/ 
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Please  

•  Close open services 

•  Deploy ingress filters 
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