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m SDN

m Automation fundamental
® Network automation

m Testing

m ChatOps

® NetTowel — Staging

® The new network engineer
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Institute of Networked Solutions e eelufons

Main focus of Prof.B.Stettler and its 15 employees:

m Education of future engineers and computer scientists

m External trainings:
Microsoft Innovation Center
Cisco Networking Academy (CCNA, CCNP and CCIE)
Brocade Academy Program (BCNP & BCSPNE)
SDN, OpenStack, Network Automation, IPv6, WLAN, loT
Network automation with Python

m Applied Sciences project focus
Networking technologies
Network automation
Internet of Things
Unified Communications
Microsoft Technologies

[ HSR

HOCHSCHULE FUR TECHNIK
. - RAPPERSWIL 3
FHO Fachhochschule Ostschweiz Urs Baumann, Network Automation, 30.05.2017



|
I ns institute
for

UI’S Baumann networked solutions

Urs Baumann
Network Engineer
Python Developer

SDN, Cloud Infrastructure, OpenStack,
Python, Cisco and Brocade Instructor

urs.baumann@ins.hsr.ch

@ubaumann_ch

http://ins.hsr.ch

@INSHSR
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networked solutions

Global View of the Network _
Vendor lock-in

Data and Control Plane Separation

Service Provisioning Open-source
Deploying Cheap Hardware
Southbound API : - -
Traffic Engineerin
Overlay Northbound API J J
Restconf
VXLAN OpenFlow
Netconf
NVGRE NP REST AP SSH
| HSR

HOCHSCHULE FUR TECHNIK

T iy &
Frio Urs Baumann, Network Automation, 30.05.2017



ns institute
for

SDN SOIUUO”S networked solutions

\7.) APIC f & Application Policy ®
v Infrastructure mw a re
Controller

LLLLETIE 'ﬂ S X APIC-EM

Cisco Application Policy Infrastructure Controller Enterprise Module

(C)) OPENCONTRAIL

HA Controller

OMNMoOs

Open Network Operating System

Single Logical Switch

\_ILJLH_I
T

Fabric Data Plane

* OPEN
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SDN SOIUUO”S networked solutions

m Abstract complexity
® Huge codebase

m Southbound API

® Northbound API

m Large feature list

® Provider dependency
® Magic functionality

m Great marketing slides
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SDN vs Network Automation et seluiens:

Global View of the Network _
Vendor lock-in

Data and Control Plane Separation

institute
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Service Provisioning Open-source
Deploying Cheap Hardware
Southbound API : : :
Traffic Engineerin
Overlay Northbound API J J
Restconf
VXLAN OpenFlow
Netconf
NVGRE NP RESTAPI SSH
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networked solutions

B Automation fundamental
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Repeatablhty networked solutions

Source: nestle-nespresso.com
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networked solutions

Validation

m Test-driven develo pment How to actually learn any new programming concept

Software !
Infrastructure ?

® Monitoring

m Side effects

B HSR Student
Final year project LA )
Network unit testing Changing Stuff and

Essential

Seeing What Happens

O RLY? @ThePracticalDev
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What is the most important aspect of an SDN solution?

m Confidence

Testing

Experience

Long-term relationship
Controlled growing
Technology awareness

networked solutions

%mL-

| STIllS CLEANER THAN ‘

BN A "t‘! r"m‘g' —.

A NEW/ ﬂlI(SWAGEN

7
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networked solutions

B Network automation
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Where tO Stal’t'7 networked solutions

m Read only

® Low-hanging fruit

B Staging environment

m Troubleshooting process

m Configuration proposal

BGP traffic engineering

DoS detection

Firewall rules

New project / tenant / customer

B Confidence established

Scale down human interaction
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H6||O WOI’|d networked solutions

1 print('Create HSRP config')
- Create HSEF config
. = 5 ' w1

T :1anl _1ﬂEuF{ Via?L ?1 IP: ! Vian: 31

- ccal_ip = input('Loca R Local IP: 2

F

HSEP Config Vlan: 31 Ip: 2

™ LA

print ('HSRP ConfightWlan: {vlan}\tIF: {ip}'.format(vlan=vlan, ip=local_ip)}

interface Vlanil
description HelloWorld
ip address 152.96.31.2/24
ipvé address 2001:620:130:31::2/64

print('''interface Vlian{vlan}
10 description HelloWorld
11 ip addres=s 152.96.{vlan}.{ip}/24

13 ipvé address 2001:620:130:{vlan}::{ip}/64 hsrp version 2

13 hsrp version 2 harp 31

14 hsrp [wlan] authentication md5S key-chain harp-kevy
15 authentication md5 key-chain hsrp-key preempt

15 preempt pricritcy 110

17 priority 110 ip 152.96.31.1

18 ip 152.96.{vlan].1 hsrp 31 ipvé

139 hzrp {vlan] ipwvé guthentication md5S key-chain hsrp-key
20 authentication md5 key-chain hsrp-key presmpt

21 presmpt pricrity 110

2z priority 110 ip 2001:620:130:31::1

23 ip 2001:620:130:{vlan}::1'"''.format(vlan=vlan, ip=local ip))

| HSR
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HTTP Server networked solutions

m flask_shape.py ®m shape.cfg

1 from flask import Flask 1 class-map match-all IP
2 from flask import render template 2 match ip precedence 3
3 3 class-map match-zll VolP

4 i match ip precedence 5
app = Flask(_ name_ )

O
o

policy-map child
class VolIP

@app.rcute{'fshapef{s&rvice_;evelb'? pricrity 128

def hello(service_lewvel=Hone) : class IP

10 return render template('shape.cfg', 3service_ level=service_ level) 10 pricrity 1000

12 if __name == '_main ': 12 policy-map parent
13 app.runi) 13 class class-default
14 # http://127.0.0.1:5000/5hape/51 14 [%2 if service lewvel == 'S1' %]
I 20Mbps
16 shape average 20000000 200000
1 {% elif service_lewvel == '32' %}

! 40MEps

shape average 40000000 400000
1% else %}

! 10MEbps

shape average 10000000 100000
{% endif %}

service-policy child

F

(i3}
—

I

o

[ T T % T % B B
LRI F
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HTTP Servel’ networked solutions

< C | ® 127.0.0.1:5000/shape/51 <« C | ® 127.0.0.1:5000/shape/S2 < C | ® 127.0.0.1:5000/shape/59S
class-map match-all IP

match ip precedence 3
class-map match-all VoIP

match ip precedence 5

class-map match-all IP
match ip precedence 3

class-map match-all VoIP
match ip precedence 5

class-map match-all IP
match ip precedence 3
class-map match-all VoIP
match ip precedence 5
pelicy-map child
class VoIP
priority 123
class IP
pricrity loga

policy-map child
class VoIP
priority 128
class IP
pricrity 1eea

policy-map child
class VoIP
priority 128
class IP
pricrity leea
pelicy-map parent

policy-map parent
class class-default

policy-map parent
class class-default

class class-default
! 2@eMbps ! 4@Mbps | 1@Mbps
shape average 20000022 200028 shape average 49000022 400024 shape average le0go0ed 1oopoe
service-policy child

service-policy child service-policy child

tion Filename [runnir
ing http:SA10,10, 10, 10

lied in each g
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Network AutOmatIOn lerarIeS networked solutions

®m Vender specific libraries

m Napalm ¢‘
m Trigger m )
® Netmiko \
B ncclient

MW HSR s o
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DOcumenta“On networked solutions

Configuration > Documentation Documentation > Configuration

M Scripts / tools writes documentation files m Describe your service

Modeling language

m Displays a searchable Wiki

m Automatic deploy configuration

Top File Formula Files
ins.hsr.ch/SwiNOG/Switch1/uptime.md base:
a?e: / pkg.installed
*':
- vim /etc/vimrc:
DOCUMENTS - scripts file.managed:
~ W ins.hsrch . — users _ - . :
* i SwNOG Uptlme {D History #* Edit ' swwebe ¢ ) ;Zzgeaialt.//nmr'c
> B Switch2 - apache - U Rl
~ i Switch1 Kernel uptime is 229 day(s), 2 hour(s), 17 minute(s), 38 second(s) - python - group: root
B version.md . ;bd]’?ngo
E] uptime.md P ubuntu@sepp - [m] > *_ ﬁy;ql fetc/salt/vim.sls
El cdp.md cat 1
3 apache:
pkg.installed:
name: {{ apache.server }}
service.running:
fetc/salt/top.sls name: {{ apache.service }}
enable: True
/etc/salt/apache.sls
docs.saltstack.com
| HSR
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Source of Truth

networked solutions

®m Where is you source of truth?
m Central Server

B Network Device

| HSR
HOCHSCHULE FUR TECHNIK

. . RAPPERSWIL 21
FHO Fachhochschule Ostschweiz Urs Baumann, Network Automation, 30.05.2017



ns institute
for

3th party integration networked solutions

B Modulate solution

m Combine tools to a great solution

. - *’ elasticsearc ;,_m _\.Imware
@ SALTSTACK dja ngo h e Ex
< 0‘ logstash i h

(Cy) OPENCONTRAIL

] | | .
A puppet  WRabbit B Kibana R ___ A e OPEN
| HSR
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networked solutions

minioncontrolier

. Pyt h O n /' [a] '\ {dumbrieviqmm
R salt-minion network switc
. YA M L _’{ ‘ process ‘ ‘ ( dumbc'l(eviﬂ_ezh}
n) = _
. J | nJ a2 j | Szanro-gen;:y ‘ }— {ndem:(e:;:nefm
B Easy to extend = }7

minioncontroller2 r‘—’. - @
[ API //i .\ [ dumbdeviced (i2c_lightshow) |

Q
'/"—A’{ ‘ S:nm_rgti:::n | | dumbﬁe:{ii;c?htshom
m Agent-based / agent-less "l::“‘::::: S | ightshov )
| =

—= - |
A \E\_-_._’//
=| salr;-g;:y | ’7 dumbde\nceﬁ
| o (433 MHz wireless)
_'_I salt-proxy | |

process
minioncontroller3 m@
e dumbdewoe?
. o . {sms serial)
4’| | salt-minion | |
process
¥ Saliprowy
process
\-
https://docs.salstack.com
| HSR
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networked solutions

m Testing
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Nuts (Network Unit Testing System) networked solutions

1 - name: example ping ip

2 command: connectivity

= devices: arch

4 parameter: [B.B.8.E8]

5 operator: "="

expected: True

T - neme: example ping dns '

Z command: connectivity A
g devices: arch m
10 parameter: [www.google.com] ——
11 operator: '=" )
12 expected: True A
L

(% SALTSTACK
L /
TestCases: A
Name: Ping 8.8.8.8, Command: connectivity, Devices: arch, Parameter: ['8.8.8.8'], Operator: =,
Expected: True \m
Name: Ping www.google.com, Command: connectivity, Devices: arch, Parameter: ['www.google.com'], S~
Operator: =, Expected: True
Devices:
Name: arch, 0S: linux, Destination: arch, Username: -, Password: -
Name: DS1, 0S: ios, Destination: DS1, Username: admin, Password: 12345678 A
Name: AS1, 0S: ios, Destination: AS1, Username: admin, Password: 12345678
Name: arista, 0S: arista, Destination: 10.0.2.205, Username: eapi, Password: password m

Start Test Ping 8.8.8.8
[==========s=cczz=czz=== ===z s=ssssssssacazsss=] 100%

Start Test Ping www.google.com

Expected: True = Actual: True

Eereren o = At Tree https://github.com/HSRNetwork/Nuts

| HSR
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networked solutions

®m Command for network devices (= <> not)

connectivity
traceroute
interfacestatus
interfacespeed
arp
checkversion
checkuser

®m Comming soon

lldp_neighbor
bgp_neighbor
ospf_neighbor
route to
stp_root

connectivity
traceroute
dnscheck
dhcpcheck
webresponse
portresponse

®m Command for debian systems (= <> not)

HSR
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networked solutions

m ChatOps

| HSR
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ChatOpS networked solutions

B One communication channel

Staff to staff
Staff to machine Network Monitoring Course Administration

Jira - Ticketing

Machine to staff

LDAP
B Transparent = ‘/
T « G« > B < b
B Easy to understand N
\@SALTSTACK

m Know-how sharing

m Fast . _
Room Administration
4 ubaumann 421
ﬁ | love you slackbot
‘ slackbot 421
H 2% Thank you! You're very kind. Now, is there anything | can help you with?
| HSR
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ChatOpS networked solutions

) . #chatopts & (@ | Qsearch @ &
® One communication channel BAT RO Ada .
™ ubaumann 1:1 @ a
Staﬁ: to Staﬁ @james add user swinog bern expires in 31 minutes
james M

Staff to machine " Jomlei

@ubaumann: Create user swinog bern:

MaChlne tO Staﬂ: Username

swinog.bern

B Transparent Password

Sewer-lambus-Tarzan-Gibbous

Expiration

m Easy to understand 2017-05-29 11:48:21UTC

592c033cc33143181d877a52 - succeeded - 135

m Know-how sharing @ soamam

@jarmnes remove user swinog.bern

james

u FaSt I=I Acknowledg.e.d-' .

Cron - Removed Users: swinog.bern -

@ubaumann: Remove user swinog.bern :

Removed Users
swinog bern - swinog.bern

592c0372c33143181d877a5f - succeeded - 9s

| HSR
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ChatOpS networked solutions

Kif, pull all the devs off their current projects
B One communication channel

Staff to staff

Staff to machine |
Machine to staff =
B Transparent R
B
B Easy to understand B
B Know-how sharing =
'
m Fast I—
We’re building chatbots
| HSR
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networked solutions

® NetTowel — Staging

| HSR
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NetTOW6| — Stag|ng networked solutions

HTTPS HTTPS (TSHOOT) Ubuntu 16.04 TLS Appliance

-
Apache2 ‘7-4 Syslog ‘ \ ~

Events: /
Taskmgmt. h New Device

Reboot

‘/ Rebooted
e < o

AP SSH >

/API/
iy /
Get / Create / Update .

Network Truth

LDAP:

i

\Syslo

<
IPAM

dhcp

J N

®
\_
N

B HSR
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NetTOW6| - Stag|ng networked solutions

<« C | ® 172.16.17.202 w8 & = O Hi o
Staging Ubersicht

Dashboard

Y Filters
De
; Start ~ Job ID Physical Device Progress Status =
Admin
26.05.2017 | 15:15:32 +0200 20170526151532393023  SN:FOC19445009 - Type:WS-C2960X-48FPS-L 63% Error HH
REST API
26.05.2017 | 11:32:56 +0200 20170526113256713115  SN:FOC19445009 - Type'Ws-C2960X-48FPS-L  [KED Aborted HH
02.05.2017 | 15:18:31 +0200 20170502151831476525 SN-FOC1434X08C - Type:ws-c2960G-87C-L [ EXH Error i
21.04.2017 | 15:54:59 +0200 20170421155459614297  sN-Foc1s24v2rc - Type:ws-c2960cG-sTC-L [ TEIESTEEEE Error i
n HSR
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NetTOwe| - Stag|ng networked solutions

€« C | ® 17216.17.202 w m B = 0 @A [+

Stage Device

Device(s)

Select Device(s)

2811

~ all

_| SN:FCZ104770Y6 - Type:CISCOZ2811
| SN:FGL154811L2 - Type:CISCO2811
_| SN:FGL154811PV - Type:CISCO2811

_| SN:FCZ104770Y8 - Type:CISCO2811

| SN:FCZ11517252 - Type:CISCO2811
| SN:FCZ104770Y5 - Type:CISCO2811
_| SN:FCZ104770YP - Type:CISCO2811

| HSR
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NetTOW6| - Stag|ng networked solutions

& C | ® 17216.17.202 w m B « O & (4]

Customize Template Parameters

All Devices SN:FCZ104770Y6 - Type:CISCO2811 SN:FGL154811L2 - Type:CISCO2811

hostname
enable_secret

username

privilege

user_pw

domain

nettowel.local

| HSR
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networked solutions

Template Engine

hostname

B Parameter

domain_name

lab

hostname: testname

ntp:
= timee.ins.hSI".Ch server
B

- 152.96.120.53

ntp

=+ Add

® Template
|

hostname testname

domain-name lab
I

hostname {{ hostname }}
domain-name {{ domain_name|default('lab') }}

1{% for server in ntp %}
ntp server {{ server }} ntp server time@.ins.hsr.ch
1{% endfor %} ntp server 152.96.120.53
end |
end
M HSR
36
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NetTOW6| - Stag|ng networked solutions

& C | ® 172.16.17.202/staging/20170526113256713115/ <. | = O H [+)
ns Detail Ubersicht | #20170526113256713115

Dashboard

Staging Ubersicht
8 1 0 b

Logical Devices :
Total Steps Steps done Steps failed Approved
Mobile Devices
Devi tagen
Admin @ Abort | PRSI
REST API
GodIT

Syslog FOC19445009

SERIAL NUMBER

{
"comment™: "Command \“logger \"Pre Task demc\"\" run",
WS-C2960X-48FPS-L "name”: “logger \"Pre Task demo\"",
TYP "start_time": "11:33:83.441497",

"result”: true,
"duration": 22.19&,

€2960x uni 150-2a.EX5 ::_hrun_nﬁm_{": 1,

0s changes":

105 NAME e e,

150{2a)EX5 ::I“etccdﬁ":“?,

105 VERSION stderr™: s

"stdout": ™"
} -
| HSR
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networked solutions

® The new network engineer

| HSR
HOCHSCHULE FUR TECHNIK

. . RAPPERSWIL 38
FHO Fachhochschule Ostschweiz Urs Baumann, Network Automation, 30.05.2017



ns institute
for

The new network engineer

networked solutions

m Networking

Cisco Networking Academy (CCNA, CCNP and CCIE)
Brocade Academy Program (BCNP & BCSPNE)
Technical trainings in the area of networking (IPv6, SDN, WLAN, Troubleshooting)

® Programming

Network-Automation with Python

m Security

Security Fundamentals, CCNA Security

B Unified ICT Team

Cloud Infrastructure, OpenStack, Internet of Things (lIoT) Fundamentals, Unified Communications
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