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The Customer IT Security Problem:

Changing Business Models

• Eroded Perimeter
• Employee Mobility
• Cloud-based Services
• BYOD
• Distributed Environments
• 3rd party Software
• Social Networking

Evolving Threat Landscape

• Attacks Are Changing:
• Perpetrators
• Targets
• Form and Complexity
• DDoS (10% to 50+%)
• Sophistication
• Tool sets
• Frequency

Security: Frozen in Time

• Overall, the Security 
Industry has not 
advanced to keep 
pace with the 
environment

2006
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Who Is Attacking?
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Attacks Are Just Too Easy To Buy!!

Before a potential customer is interested in purchasing a DDoS attack for hire, the service if offering a 15 
minute test to the customer in order to prove its effectiveness.
The service is also offering 5%, 7%, 10% and 15% discounts to prospective customers, with a return policy 
based on the remaining time from the originally purchased package.
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DDoS Attacks Are Escalating

• NTP and DNS attack-types seen in Q1 
2014 are holding steady.

• Top Targets:  Gaming, ISPs, Web 
Hosters, Research and Education, 
Financials.

Source:  Level 3 Communications, Feb 2015  
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Network Based Security is a Critical Component 
of our Services Portfolio:

•Private Line, 
Wavelength and 
Ethernet Transport

•MPLS VPN and 
VPLS Solutions

•Dark Fiber and 
Managed Fiber

•Managed Network 
Services

•Cloud Connectivity
•Data Centers
•Managed Hosting 
Services*

DATA 
NETWORKS

• Internet Services
•Vyvx® Solutions
•Content Delivery 
Network (CDN)

CONTENT 
DISTRIBUTION

•Voice
•Contact Center
•Unified 
Communications 
and Collaboration

•Audio, Video and 
Web conferencing 
services 

VOICE AND 
UC&C

• Managed Security: 
Firewall, IDS/IPS, Web 
Filtering (Cloud and 
Premise)

• DDoS Detection and 
Mitigation

• Secure Access- Site
• Secure Access-

Mobility
• Cloud based Web and 

Email Protection
• Security Consulting

SECURITY

•WAN 
Optimization

•Website 
Acceleration

APPLICATION 
PERFORMANC

E
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Headquarters

Public 
Internet

VPN

Branch
Office

Branch
Office

Network Based Security 
Firewall /  IDPS

Cloud Service 
Provider DDoS 

Mitigation 
Service

Secure Access 
Site

Secure Access 
Mobility

Secure Cellular 
Access

Level 3 Threat                
Research Labs and 

Global Security 
Operations Centers

• 24 x 7 Global Security Support, Monitoring, Detection, 
Mitigation

• Threat Intelligence and Correlation  
• Global Internet Monitoring and Threat Management

Network Based Service Delivery Model
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Global Security Monitoring Environment

We monitor 950 million security events per day 
– Enterprise, Products, Managed Security

We collect over 90 billion netflow sessions per 
day and analyze 45 billion of those

– Over 2.5 TB of storage capacity per day
We perform daily audits, protect and monitor all 
Level 3 products, services and systems

– 200,000 elements (130k network, 70k systems)
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Threat Research : Threat Intelligence System
 We monitor 45B netflow messages a 

day, looking for botnet activity and 
compromised computer systems

 We track botnet and other malicious 
traffic based on known and unknown
traffic patterns

 Database is linked to our Managed 
Security service for proactive blocking

 We issue “take down” requests to 
hosting ISPs to notify them of C2s 

 "With its global network reach and 
visibility, Level 3 is well positioned to 
take advantage of data analytics for 
the purpose of improving the efficacy 
of DDoS detection and mitigation 
techniques."    Frost & Sullivan 
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Threat Intelligence Reporting

Source:  Level 3 Communications, Jan 2015  
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How Level 3 Mitigates DDoS Attacks

• Multi-layered architecture. Network 
controls at carrier’s edge + regional 
scrubbing center mitigation.

• Network-edge controls: Filtering, null 
routing, Access Control Lists, SOC-triggered 
black-holing.

• Distributed scrubbing centers.  Granular 
scrubbing across multiple regions.

• Dedicated, high-performance pipe.  
Dedicated, private VPN capacity for 
forwarding cleansed traffic.

• Threat intelligence / attack prediction.  
Ensures a broad view of the threat 
landscape with actionable data.

Blocking DDoS attacks at the carrier’s edge

Attack 
Traffic

Legitimate 
Traffic

Level 3 Internet 
Edge 
Blocking and 
filtering predefined 
traffic upstream

Defined risk 
areas of the 
internet not 
allowed on 
protected  
network

Organization-
defined null 

route

Unblocked TrafficNull routing 
specific 
networks that 
may be under 
a threat using 
BGP 
communities 
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Level 3 DDoS Mitigation 
Scrubbing Center, Key Features, and Enhancements

Los Angeles

Sao 
Paulo

Chicago

Washington, DC

Dallas

New York

London
Frankfurt

Buenos 
Aires

Seattle

Amsterdam

Atlanta

Current

Planned

Enhancements in 
Development:
• BGP Flowspec
• SSL Inspection
• Integration with 

Level 3 Threat 
Research

Key Features:
• Carrier Agnostic Detection & Protection
• Globally Distributed Scrubbing Centers
• Extensive Global Peering Capacity
• Upstream Mitigation (ACL, Filtering, 

Firewall, Command & Control take downs)
• Cleansed Traffic Connections (GRE & 

Private Network)
• Peacetime performance and Event 

Reporting 
• Competitive Fixed Pricing with unlimited 

mitigationAdditional sites planned in 
Asia Pacific area
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Level 3 Basic Internet
Security Level 3 Network Protection Level 3 DDoS Mitigation

Provider Level 3 Level 3 Level 3

Features

Must be under an Active 
Attack:
• ACLs are 10 lines or less
• ACL is IP addresses / port / 

protocol, and packet length 
only )

• No logging or reporting
• Null routes and / or BGP 

black–hole route peering

Volumetric Attack mitigation
• Configurations can be set in 

advance of attack to block 
common threats

• Null Routes
• Permanent ACLs
• ACL is 50 lines or less
• Rate Limiters
• Firewall Filters upstream
• Customer can specify filters, 

ACLs, subnets or Level 3 SOC 
will determine attack actors

• Limited logging and  
reporting available on request

• Two (2) Changes per month
• Access to SOC Hotline

Volumetric and Application 
Layer Attack Mitigation

• Layer 3 - Layer 7 attack 
mitigation

• Re-route traffic through 
scrubbing centers

• Full range of proactive and 
reactive mitigation offered

• Proactive will also include 
customer traffic baselining

SLA

Target is 30 min response if 
under active attack

30 minute SLA to filter basic 
volumetric attack (emergency 

changes made in best effort real-
time)

Time to Mitigate SLAs of 5/15 
minutes for most of the attacks

Fees Free Low Medium - High

Level 3 DDoS Mitigation: Multiple Options 
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Summary & Conclusions

• The threat landscape is evolving rapidly due to nation-state, organized crime, 
and cyber terrorism

• DDoS Attacks are growing in size and complexity. They are increasingly used 
as a smokescreen for similtaneous intrusions aimed at installing malware to 
extract data

• Threat Intelligence gained through threat research, information exchange and 
effective data analytics will greatly enhance the ability of providers to offer 
“Ahead of the threat” premptive MSS

• Service providers can offer a global view of network traffic that provides 
tremendous insight into attack patterns

• Attacks needs to be mitigated far from the customer networks, in the carrier’s 
network backbone and, if possible, at the network edge closest to the 
offending hosts

• For customers, DDoS mitigation from service providers and dedicated 
enterprise DDoS mitigation solutions are a necessary layered approach to 
security

• Customers are looking for a “Clean / Secure Pipes” service from providers.

• The need for service provider DDoS mitigation capabilities will only increase 
in the future.

• DDoS mitigation is becoming a key differentiator



© 2015 Level 3 Communications, LLC. All Rights Reserved. Proprietary and Confidential.

Thank you !
Any Questions? 

Contacts: 

Tom Pattinson, Director Security Solutions EMEA
tom.pattinson@level3.com

Paul Gadiot, Account Director
paul.gadiot@level3.com

mailto:tom.pattinson@level3.com
mailto:paul.gadiot@level3.com
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