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Whoami 

2007: started working in it-sec 

2008 – 2012: some SANS courses and GIAC certs 

2010: started blogging (alias „c-APT-ure“) 

2011: started tweeting (@c_APT_ure) 

2012: started talking (1st talk @ DeepINTEL) 

Preventing and Detecting Mass-Malware  
and Advanced Threats  

 

Hi, my name is Hunter… Ponmocup Hunter  



Sharing Malware & Threat Intelligence 

 

 SANS Internet Storm Center (ISC) Handlers 

 Contagio Malware Dump / DeepEndSec 

 Blogging & Twitter (Storify) 

 #MalwareMustDie initiative (MMD) 

 



SANS ISC handlers (2009-07-15) 



SANS ISC handlers (2010-01-04) 



SANS ISC handlers (2010-12-29) 



Mila @ Contagio Dump (2010-07-25) 



Botnet sinkhole @ abuse.ch 



Botnet sinkhole @ abuse.ch 



Botnet sinkhole @ abuse.ch 



Botnet sinkhole @ abuse.ch 



Botnet sinkhole @ abuse.ch 



Ponmocup Malware Analysis 

 

 Analysing a hacked CH-Website (2012-10-05) 

 Finding new malware domains & IPs 

 Publish & share findings publicly 

 

 Introducing Ponmocup Finder 

 Script to check list of domains for infections 

 to find new malware domains & IPs 

 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Ponmocup Malware Analysis 



Malware Feeds 

 

 Sharing malware intelligence 

 Collective Intelligence Framework (CIF) 

 machine readable format 



Malware-Feeds (for CIF) 



Malware-Feeds (for CIF) 



Malware-Feeds (for CIF) 



Malware-Feeds (for CIF) 



Malware-Feeds (for CIF) 



Discovery of new domains & IPs 

 example use of 3 malware IPs 

 first & last observation of IP / domains 

 one IP (31.210.96.156)  4 hits over 2 weeks 

 
31.210.96.155 2012-08-24 winrich.alloymuffles.com 

31.210.96.155 2012-11-01 mushambokazi.custom-chocolate-favors.com 

 

31.210.96.156 2012-09-20 larico.mellodj.com 

31.210.96.156 2012-09-22 ukla.freelifelinegovernmentcellphone.com 

31.210.96.156 2012-10-05 zhukova.golfnewsnewmexico.com 

31.210.96.156 2012-11-02 vebriza.ebookleads.com 

 

31.210.96.157 2012-09-11 kandira.uksportbook.com 

31.210.96.157 2012-09-20 kandira.uksportbook.com 



Use of Passive DNS 

 

 lookup all domains seen on a specific IP 

 e.g. IP from previous example (31.210.96.156) 

 

 brief intro to Passive DNS 



Passive DNS – Example 

Passive DNS data provided by DeepEndResearch 
using DNSDB from ISC SIE.   Thanks a lot Andre! 

http://www.deependresearch.org/
https://sie.isc.org/


Passive DNS – Example 



Passive DNS – Example 



Passive DNS – Example 

 lookup all domains seen on a specific IP 

 e.g. IP from previous example (31.210.96.156) 

 one IP  331 domains !!! 



Passive DNS – ISC SIE 



Passive DNS – ISC SIE 



Passive DNS – ISC SIE 



Passive DNS – ISC SIE 



Passive DNS – ISC SIE 

Join The Global Passive DNS (pDNS) Network 
Today & Gain Effective Tools To Fight Against 
Cyber Crime 

Passive DNS provides the industry greater 
insight into how the cyber-criminals are 
using DNS to violate the Internet. 



Passive DNS – ISC SIE 

Vetted organizations are invited to join the 
pDNS network by configuring their DNS 
infrastructure to be a passive DNS sensor 
(pDNS). Once you join, your system 
becomes a part of the global pDNS network, 
helping to fight against cybercrime, 
and gaining your team access to effective 
DNS visibility tools. 



Passive DNS – ISC SIE 

Passive DNS is a very scalable network design and 
has minimal operational impact. As an additional 
bonus for participating, all vetted organizations 
that contribute Passive DNS will have access to 
the DNS Database (DNSDB) at the ISC Security 
Information Exchange (SIE) – an investigative tool 
that we use to analyze the cyber-criminal’s use of 
DNS. By participating in this effort, you are 
expanding the data collected, thereby enabling 
greater insights into how the cyber-criminals are 
using DNS to exploit the Internet. 



Passive DNS – ISC SIE 



Call to Action – Get involved! 

 

 Learn more about Passive DNS 

 Join The Global Passive DNS [PDF] (Web) 

 Robert Edmonds's Defcon slides [PDF] 

 

 Consider contributing pDNS data to ISC 

 If you think „no way“ – reconsider ;-) 

 Privacy concerns should not be an issue 

https://www.isc.org/files/imce/Join The Global Passive DNS.pdf
https://www.isc.org/community/blog/201011/join-global-passive-dns-pdns-network-today-gain-effective-tools-fight-against-
https://www.isc.org/files/passive_dns_hardening_handout.pdf
https://www.isc.org/files/passive_dns_hardening_handout.pdf
https://www.isc.org/files/passive_dns_hardening_handout.pdf
https://www.isc.org/files/passive_dns_hardening_handout.pdf


The End 

 

Thanks for listening! 

Questions? 

Contact: 
twitter:  @c_APT_ure 

blog:  http://c-apt-ure.blogspot.com/ 

email:  toms.security.stuff@gmail.com 

 

https://twitter.com/c_APT_ure
https://twitter.com/c_APT_ure
http://c-apt-ure.blogspot.com/
http://c-apt-ure.blogspot.com/
http://c-apt-ure.blogspot.com/
http://c-apt-ure.blogspot.com/
http://c-apt-ure.blogspot.com/
mailto:toms.security.stuff@gmail.com
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