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HSR Hochschule fur Technik Rapperswil networked solutions

® Hochschule fir Technik Rapperswil

The most scenic campus in Switzerland
University of Applied Sciences of Eastern Switzerland (FHO)
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Institute of Networked Solutions e eelufons

Main focus of Prof.B.Stettler/ Prof.H.Huser and its 26 employees:

m Education of future engineers and computer scientists

m External trainings:
Microsoft Innovation Center: Training, Consulting and SW-Development for Microsoft Partners and Customers
Cisco Networking Academy (CCNA, CCNP and CCIE)

Brocade Academy Program (BCNP & BCSPNE)
Technical trainings in the area of Networking (IPv6, SDN, Cloud, WLAN, Troubleshooting) and Unified Communications

m Applied Sciences project focus

Networking technologies
Wireless Networks in challenging environments (airports, transportation, logistic, hospitals etc.)
Network Access-Control solutions
Quiality-of-Service / Quality-of-Experience
Network Virtualization / Software Defined Networks
Cisco VolIP solutions
IP-Telephony / Unified Communications SW development
Integration of Unified Communications with Business Processes and Applications
Microsoft Technologies
.NET Competence Center
Software developments for Microsoft UCC (Skype4Biz)
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Urs Baumann
Network Engineer

SDN, Cloud Infrastructure, OpenStack,
Cisco and Brocade Instructor

urs.baumann@ins.hsr.ch

@ubaumann_ch

http://ins.hsr.ch

@INSHSR
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Motivation

B Cloud Infrastructure Module
Demos

Experience

Know-How transfer
LAB

Preparation
Deployment
Limited time in-house (LAB room)

B Network Courses

Accessible from anywhere

L2 Features on hardware

L3 Features on virtual machine
Bare-Metal management

networked solutions
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Hands-on LABs Solution Requirements

m SDN/ OpenFlow m [nfrastructure as a Service
B VXLAN m Templates

m NFV m Snhapshot

® OpenStack m Multitenancy

m Ceph ® Network Management

m | BaaS

m 3-Tier

m
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B 6 Server

M 1 Storage system
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Used Technologies

Network Pod

m 2 Server
B VMWare ESXi

B In-house developed deployment tool

Configuration management
Device control
One click lab deployment

Cloud Infrastructure

® OpenStack
® Ubuntu KVM

® Images / Stacks

networked solutions
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Network Pods Components R e N .
m 2 ESXi Server EHHH EFHHoo B EHHoo
2x 8 Core CPU 2.6 GHz B EHHoo BHH HHHog
384 GB RAM _HHH BEHHoo _HHH BEHHoo
12x 1 Gig NIC HHH BEHHoo B BEHHoo
B Management Tool EEEHH HEHHoo EHH oo
® 160 Virtual Routers EEHH EEFHoq HHH oo
HHH BHHoo HHH BHEHoo
®m 32 L3 Switches (HW) FE oo O .
HHH BHHoo R B Ao
B BHHoo HHH HHHan
HHH BEHHaoo HBEH BHHao
HHH BHHoo R B Ao
HHH BHHaoo R B Hqo
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m Web application
m Accessible from anywhere (VPN)

m Configuration management

Per device / pod

Personal configuration folder
Predefined labs

One click lab deployment

m Device control
Reset
Restart
Power ON/OFF
Per device / pod

POD CCIE Teacher POD

acher POD

Status
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Management TOOl networked solutions

Conﬁg sets Configset rsv5.full.scale.lab.1.initial

Valid for POD type CCIE-Pod
Labs Path ILabsfine.ccie.rsvS.workbook.initial. gs/advanced. practice.labs/rsv5.full scale. lab. 1.initial'rsv5.full scale.lab. 1.initial
4. re ine_ccie_rsv5 workbook initial.configs Config name Description Device type
o ' advanced.foundation.labs e o Ciseo csr1000Y
) 2 et 2 bt Cisco csrl000V
4. 'ome advanced practice.labs
; o 3.t 3.t Cisco csrl000V
- g rsva full.scale lab. 1 initial _ .
: rd.tt rd.tit Cisco csrl 000V
H- EE r51ur5 ll cralo lakb 4 initizal = =0 TG
|E> ----- ".‘r reva_full. Show details 6. tut 6. bt Cisco csr1000V
I g advanced.technology.labs -t b Gisco csrl000V
. 8 et 8. bt Ci 1000V
i vaar advanced troubleshooting.labs .
9 tet 9. bt Cisco csrl000V
r0.tet 0.t Gisco csrl000V
L) )
rit et i1t Cisco csrl 000V
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HOCHSCHULE FUR TECHNIK
W caeeerswi 14

FHO Fachhochschule Ostschweiz Urs Baumann, Remote LAB 05.11.2015



Management Tool

Predefined labs

Config r2.txt

Description

Device type

12 bt

Cisco csr1000V

Personal Config

Edit config test R20

Name

test_R20

Data

interface GigabitEthemet1.12
encapsulation det1Q 12

ip address 10.0.12.2 255.255.255.252
ip pim sparse-mode

ipv6 address 2001:10:0:12::2126

1
interface GigabitEthemet1.23
encapsulation dot10 23

ip address 10.0.23.1 255.255.255.252
ip pim sparse-mode

ipv6 address 2001:10:0:23::1/126

1
interface GigabitEthemet1.24
encapsulation dot1Q 24

ip address 10.0.24.1 255.255.255.252
ip pim sparse-mode

ipv6 address 2001:10:0:24::1/126
1
interface GigabitEthemet1.210

dot1Q 210

institute
for
networked solutions

ip flow menitor MONITOR input
1

interface GigakitEth
encapsulaticn
ip address 172.23.20.20 255.255.255.0
ip pim sparse-mode

ip aspf network point-to-point

ip gspf 22 area 20

ipyG address 2004:172:23:20::20/64

interface Giga
encapsulation

BpRoe enable group global
1

0

bandwidth 1000000
i ip address 172.23.19.20 255.255.255.0

Back

ip pim sparse-mode

Description

test_R20

[ HSR

HOCHSCHULE FUR TECHNIK
. . RAPPERSWIL

FHO Fachhochschule Ostschweiz

15
Urs Baumann, Remote LAB 05.11.2015



|
I ns institute
for

AI’ChIteCtU re networked solutions
rFronbend Backend Server telnet Terminal
- Bootstrap - Django Server config
- AngularJS - Celery Task Queuing
- II_IIIIL. Hﬁ 5NMP PDU m man
3, system | REST - RabbitMQ power
TTPS
authentication VMware AP power
<S7=A
o PN
telnet - ~
UM Serial config
LDAP sQL Port
B HSR
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OpenStaCk networked solutions
Server Network
® Deployment Server m PXE Network (Deployment)
m 3 Controller B Management
® Monitoring Server m Data
m X Compute Nodes m Storage
m Public

_
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Logical Diagramm OpenStack Icehouse

- Command-line interfaces (nova, neutron, swift, and soon)
- Clovd Management Tools (Rightseale, Enstrativs, and so on.)
- BU1 tools (Pashboard, Cyberduek, iPhone client, and so on.)

—
OpenStack
Block Storage APl
Openitack OpanStack .
Networking APl — _ 4 Metworking AFI
_ Opeltsek T~
—————— Networking APL = ~ .~ =
) i |
N = Y
nentron \ neutron .
agentls) vluainls)
enStack . A - OpenStack /.
RN . 5 >
hittpiwww, Solinea.com Block Storage - L Networking =
- ‘ e - - v
entity AR " LT .
- -
o P e
- OpenStack =~
T . dentity
& ==

Source: http://docs.openstack.org/

networked solutions

e OpenStack services

Compute (Nova)

Object Storage (Swift)
Block Storage (Cinder)
Networking (Neutron)
Dashboard (Horizon)
ldentity Service (Keystone)
Image Service (Glance)
Telemetry (Ceilometer)

Orchestration (Heat)

HSR

HOCHSCHULE FUR TECHNIK
RAPPERSWIL

FHO Fachhochschule Ostschweiz

18
Urs Baumann, Remote LAB 05.11.2015



Service Layout

ns institute
for

networked solutions

/ Controller Nodes \
4 SQL Database N ( Compute )
(MySQL Galera) Management
\ NG J
4 Message Queue N ( Block Storage )
(RabbitMQ) Management
\ NG J
4 Identity N ( Object Storage )
(Keystone) Management
\ NG J
4 N . I
. Networking
Orchestration Management
\ NG J
4 Telemetry ) = o
Management Inuxbridege
\ J br-ex, br-storage, br-fw-
admin, br-mesh, br-mgmt
Openvswitch
br-tun, br-int, br-floating

-

/

-

/ Compute Nodes \
4 N . )
. Networking
KVM Hypervisor L3 Agent
- 2N J
4 N (0 \ ¥ )
Compute DHeE:WPOAt ing
gent
N 2N J
4 Linux Network ) 4 )
Utilities Telemetry Agent
- 2N J
4 Networking )
OpenV-Switch Agent
- J

Linux Bridege
br-ex, br-storage, br-fw-
admin, br-mesh, br-mgmt

Openvswitch
br-tun, br-int, br-floating

/
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L C' | [ cloud.ins.hsr.ch/horizon/project/instances/

Ly
]

n Opensta(‘:k ubaumann - urs.baumann@hsr.ch &£ Sign Out

Project Instances
Compute i B
P Instances Instance Name v | Filter Filter # L aunch Instance | |
Overview oA . .
Instance Image IP Address  Size P{e':‘qr S Availability Task Power Time since Actions
Name Name Pair Zone State created
Instances s
testy TestVM 152 96.8.22 m1.micro = key02 Active  nova Mone  Running 2 days, 10 hours Create Snapshot | -
Volumes
ubu? l{l:narltu 10.0.05 m1.micro = key02 Active  nova Mone  Running 2 days. 10 hours Create Snapshot | -
Images )
ubu Ubunty 10.0.0.2 m1.micro  key01 Active  nova MNone  Running 2 days. 13 hours Create Snapshot | =
Access & Security 14.04
Displaying 3 items
Network
Object Store
Orchestration
Identity
Murano
| HSR
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B Bachelor thesis

B VMware NSX / Cisco ACI

m SDDC - Generic API for easy integration
in Business Application

m Courses (mylearning.ch)

m SDN Fundamentals

B Cloud Infrastructure Fundamentals
m OpenStack
]

m Projects

® SDN Orchestration
m Zero Touch Provisioning
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