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Malware techniques



Infection vectors

ADrive-by infections
{ Injected IFRAMES
| Legitimate websites
{ “Dirty” websites —warez, porn, etc.

ASEO poisoning

ASPAM
AEmail, IMs, Facebook, etc.
AUSB devices



Distribution channels




Infection vectors

AExploiting software vulnerabilities

AExploiting human vulnerabilities — social engineering



The affiliates distribution model
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File setup_build®_195.exe received on 2010.04.22 11:45:01 (UTC)
iZurrent status: finished
Result: 1341 (31.71%)
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USB worms — autorun.inf

AThe standard behavior of Windows: run anything that
gets plugged in

A30% of all malware out there has the autorun.inf
spreading mechanism implemented

Alt's effective and extremely easy

[ AutoRun ]

open=trojan.exe

shell \ open\ Command=trojan.exe
shell \ open\ Default=1

shell \ explore \ Command=trojan.exe



Bothets

Well-known Botnets:
AConficker

ASrizbi

AKraken

AStorm

AWaledac

Purposes of a Botnet:
ASpam distribution
ADDoS attacks (distributed denial-of-service attacks)
AMalware Updating/Distributing

AData Mining
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What about other platforms?

ABeware of false sense of safety

AMac OS, Linux
AMalware authors focus on what's popular...
AOften carriers

AMobile malware (Symbian, iPhone, ...)



So what kind of malware is out there?



Regular malware vs. the Grey zone

Total
Effort Needed

Typical Regular : : Online Casinos,
Malware Game Downloaders,
: : ' and Other Dubious Stuff

Zlob, : : |

. Adware . Adware

: Downloaders : :

: : Rogue

Antivirus




OnlineGames trojans

AFocus on online games related user data

AGame account robbing

AFrequent target: MMORPG World of Warcraft
AOver 10 million players

AOther games: Lineage Il, Aion

AGame items can be sold for real-world money



Rogue AV
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What is Malware?

Malware (spyware, adware) — malicious software that some third
party can secrethy plant onto your PC. it can be used to monitor
your online activity without you being aware of it. After that the
malware program planted onto your PC creates special
hackdoors taking into consideration the weak points of your
system and your browsing habits. Later on, these hackdoors are
used to flood incoming traffic with endless commercials, popups
and spam messages. The results of a malware infection include
bhut are not limited to the following: significant drops in processor
and Internet speed, personal and financial data theft, system
breakdowns, etc.

Protect Yourself with
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Defeat that Trojan horse

Accidents happen. Somewhere,
somehow you've clicked the wrong
link and a Trojan horse has piled
wour PC with adware and spyware.
Learn some basic techniques for
beating back the assailants.

Fight malware attacks off with
no sweat!

The results of the researches carried out by
the Mational Cyher Security Alliance show
that up to 90% of the PCs with an Internet
connection are infected with spyware or
adware, or both together. The list of
potentially dangerous sites includes
commercial, “free-content™ and marketing
wehbsites. You can find out whether there is
malware at your PC or not right now — with
our FREE Online Systerm Scan
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Rogue AV
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Ransomware —\Win32/Lockscreen trojans

Zabezpeceni

Vazeny uzivateli! Ve Vasem pocitaci byl nalezen virus ‘Trojan-Spy.Win32.year2009-wors' Vas system je uzamcen!

Tento program dokaze Vas vir odstranit bez nasledkil, tento virus infikuje pocitac pres http protokol a dale se rozsiruje
pres buffer overflow ktera zahrnuje MS08-067 pro sluzbu 'svchost.exe’

Pro odstranéni viru je nutné odeslat SMS s textem 'p wors' na €islo 9030950.
Cena SMS zavisi na Vasem operatorovi.

Po odeslani SMS Vam obratem prijde SMS ve které bude kod, ktery spusti nas algoritmus pro opravu Vaseho
pocitace,

vas kod

POZOR! Pfi reinstalaci systemu Windows miiZe vést k ztraté viech dat. Virus vytvofil fadu
nevratnych zmén v systému BIOS



First Storm, then Waledac

Awaledac I
A
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