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IPA?!

@ Final thesis for IT apprenticeship in .ch
@® Project of 10 days

@® Writing a huge bunch of paper

@® Drawing a lot of diagrams

@ Being a friend of your boss ;-)
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Starting position

@ DNS-Caches for all customers
@ Provisioned (DHCP) / Static
@ Bad monitoring

stay connected
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Starting position

ns3.fcom.ch ns4.fcom.ch
212.60.63.246 212.60.61.246

Firewall-Cluster

Internet & Kunden (QuickLine, DirectLink)
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Starting position

@® Firewall == SPoF

@® Obsolete hardware

@® Obsolete OS

@® Lack of redundancy (Service only reachable on one IP)
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Basic approach

ns3.fcom.ch

Core-Router

Cisco 7600

Internet & Kunden (QuickLine, DirectLink)

ns4.fcom.ch

Core-Router

Cisco 7600

com
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Concept (Requirements)

Availability as high as possible

Debian GNU/Linux

BGP

DJBDNS

IPs of the current Caches have to be used



Concept

600
XX1.XX

XX2.XX

Interface: 4/48

IP: x.x.x.x/30

Hostname: ge4-48.xxx1.yyy.bb.fcom.ch
Media: 1000BaseTX

Interface: 4/48
IP:y.y.y.y/30

Hostname: ge4-48.xxx2.xxx.bb.fcom.ch
Media: 1000BaseTX

Interface: ethO

IP: a.a.a.a/30

Hostname: blabla.ipa.fcom.ch
Media: 1000BaseTX

Interface: lo1

IP:2.2.2.1/32

Hostname: ns3.ipa.fcom.ch
Media: Virtual

Interface: ethO

IP: b.b.b.b/30

Hostname: keke.ipa.fcom.ch
Media: 1000BaseTX

(a4

Interface: lo1

IP:2.2.2.2/32

Hostname: ns4.ipa.fcom.ch
Media: Virtual




DJBDNS

@ Lightweight DNS implementation from Daniel J. Bernstein

@® (Probably) secure
@® Already used on current DNS-Caches



BGP — Why do we use it here?

Announce the Loopback-Address

Filtering possible with route-maps and prefix-lists
RIB/FIB

AS-Structure in our Backbone

MPLS

Route-Selection-Process



BGP-Configuration

® VRF 15600 == Internet
@ No, there's no fulltable!!! :-P

@ Filtering on both sides
@® TCP passive-mode on the network-side



BGP-Configuration (Backbone)

Ip prefix-list DNS_CACHE_IN seq 5 permit X.X.X.x/32
Ip prefix-list DNS_CACHE_IN seq 10 permit x.x.x.x/32
|

Ip prefix-list DNS_CACHE_OUT seq 5 permit 0.0.0.0/0
|



BGP-Configuration (Server)

ip prefix-list DNS_CACHE_IN seq 5 permit 0.0.0.0/0
ip prefix-list DNS_CACHE_NS3_OUT seq 5 permit xX.x.X.x/32
ip prefix-list DNS_CACHE_NS4 OUT seq 5 permit X.x.X.x/32
!
route-map DNS_CACHE_OUT permit 10
match ip address prefix-list DNS_CACHE_NS3 OUT
!
route-map DNS_CACHE_OUT permit 20
match ip address prefix-list DNS_CACHE_NS4 OUT
set as-path prepend 65020
!
route-map DNS_CACHE_IN permit 10

match ip address prefix-list DNS_CACHE_IN
!



DNS-Configuration

@® Found a bug

@® One instance per IP required
@® Cachelimit pimped

@® Daemontools



Firewall

® iptables as firewall

@® Connection-Tracking

@® DDoS-Protection with tcp_syncookies

@® Everything blocked which isn‘t explicitly allowed



Monitoring

@ |P-Monitor from Solarwinds
@® Alarming of the NOC

® CGlI/ Perl-Script
@® Run dig on both IPs
@ Match the result with IP-Monitor



Systemtest

® ,dnsperf* — very interesting tool

@® ~10°000 replies per second

@® Crash of a machine: ~ 5 seconds downtime on one IP
@ Influence the routing with route-map: no downtime



BGP/MPLS-Lab in GNS3



BGP/MPLS-Lab in GNS3

@® maximum-paths eibgp 2
@ ip cef load-balance algorithm include-ports source destination

@® Would even work with TCP
@® Cooler than per-packet loadbalancing



Review

@® Project was successful

@ Will be productively implemented... soon
@ Interesting Lab

@® Bugreport to DJB still pending...



Questions during social event :-P
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