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Cable Management & Provisioning Platform

Problems

= Different tools

= Multiple user databases

= Lack of consistency

Introduction
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Cable Management & Provisioning Platform

One system to fit al I our needs
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Introduction
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Introduction
What do we need ?

n PrOViSioning

[ Monitoring

= Billing
= Accounting

" User WebUl

" Admin WebUl
= Partner WebUI

» Abuse Management
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Overview
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KIM (Kabel Internet Management) overview

Overview
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Overview
KIM (Kabel Internet Management) overview

Central database
Applications servers

XML data Provisioning DHCP/TFTP
OQ. Polling / Query Engine
g%
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Automatic Abuse Detector
Viruses / Trojans

Provisioning 2 (Dial / PPPOE)



Provisioning
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DHCP Server

= Running on two servers

= Self written
= XML over HTTPS Provisioned

= Independent from any external database
= Local database in memory (and copy on disk)

= Fully redundant (and load-balanced)
= Real time announcement of leases to each other

= Security and features

= Workaround of certain client protocol mistakes
= Support of DHCP_VERIFY (Cisco Feature)

= User based fixed IP forced with Cable modem
= Enforcement of MAX-CPE

= Customization, provisioning of particular devices (VolP box,
Radio, etc..)

Provisioning
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TFTP Server

= Running on two servers

= Self written
= XML over HTTPS Provisioned

= Independent from any external database
= Local database in memory (and copy on disk)

= Fully redundant (and load-balanced)

= Security and features

= “on the fly” generation of DOCSIS configuration file
= Mac address / IP verification

Provisioning (2)

= Customization, provisioning of particular devices (VolP box,

Radio, etc..)

ERVICES
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Provisioning 2

Radlius (Dial / PPPoE)

= FreeRadius
= XML over HTTPS Provisioned

= Independent from any external database
= Local MySQL database
= PPPoE

= Fixed IP / IP ranges routing (keep mobility / ease of migrations)
= Dial

= Backup link (Fixed IP / IP ranges routing)
= Stay online at your “Chalet” ;)

ERVICES
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Polling
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Recurrent Polling

= Self written
= XML over HTTPS Provisioned

= Independent from any external database
= Local MySQL database

Polling / Query Engine

= Retrieval of Broadband Access Routers counters (5min interval)

= traffic ( packets — bytes)
= power levels

= signal to noise

= errors

= etc ...

= Retrieval of Cable Modem values (min 24 hours)
=Modem capabilities

QUGKNE
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Realtime/On-demand queries

= Self written
= XML over HTTPS Provisioned

= Independent from any external database
= Local MySQL database
= Cisco & Terayon commands

= “show cable modem XXXX.XXXX.XXXX qOS”

= “show cable modem XXXX.XXXX.XxXxx phy”

= “Show arp esn XxX:XX:XX:XX:XX:XX"
= etc ..

= Modem capabilities

= Validation of DOCSIS certificates with openssl
= Control of software version

= Cable modem software upgrade

Polling / Query Engine (2)

ANE



Abuse Detection
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Automatic Abuse Detection

L,aefault route sniffer”

= Sniffing of “default route”
= source IP, destination port, protocol and port

= Daily report of top 10 users

= Sample report:

=> Global

Packets IP Address
264367 (18.58%) 97.88.121.84
117654 ( 8.27%) 97.88.97.66

27742 ( 1.95%) 97.88.96.12

=> Per user

First packet: 2005-10-16 17:03:27
Last packet: 2005-10-16 20:49:43

Packets Protocol/Port (description)
27712 (99.78%) udp/137 (netbios-ns)
30 ( 0.11%) 1cmp
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screenshots

File Edit Miew Fawaorites  Tools  Help | #
Back » £ - [x] [2] | o' Search =7 Favorites @ Media &= - o}
Bddress E:]https:,l',l'm':.:'.quin:kline.u:u:um,l'main.aspx?cntrl=Ian,|'u:ntr|Pu:uwerSear|:h j a @o | Links *

Programme ?anls Hilfe

EE an.pq -:_‘_3"]{ 17.10.2005 ;_:) Yersion 2.1.0

QMC Power Search

Email Search Phone Search MALC Search IP Search Log Search
Ernail Adresse Beliehige Murmmmer MaC Adresse P Suchbegriff
| | | | | FEES5 .12 | |
Diormain
|b]__—-, - Datum
[17.10.z005 |+ [15:32 ]
| Suchen I Suchen | Suchen Suchen | Suchen

|Eiehen Sie die Spalte, nach welcher Sie gruppieren méchten, hier hin!l

Partner Partner # MNarme VMornarne Strasse

Kunden Mr.

26 4900

Langenthal

MNaode

e o

=== 34
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screenshots

,cable Modem Interfaces*“
E=== 2= Programme Tools Hilfe

1
8:' kundendaten Y @ anschluss I '*, Betrieb Y Dienste 1|

Contract - Volumen Traffic

Datasource wihlen | Letzte Messungen | Moderm Analyvzing | Docsis Modem Info

IDm:sis Modem Info ._
1 IInter‘Face ;I 30.06.,2004 23

“|Modem: <REWV: 3;

YEMDOR: Motorola Corporation;
BOOTR: 2150; S

REW: SB5100-2.3.2.4-5CMO0-NOSH;
MODEL: SB5100> >

Boottimne; 14,07,2005 03:11:14

Typ |Status  |Geschwindigkeit |Pakete In |Error In Pakete Out |Error Qut
[Ethernet (R145) [ 100 veit/sec 211918 |1 256909 [0
lcaty Mac Laver S 0 mBit/sec 442399 |1 386194 |0
[caTy Downstream [ 0 veitisec o 1434 |o o
lcaty Upstrearm I 5 meit/sec o o laogas7 |0
UsE [Dormant (12 MBit/sec |0 0 0 o
|Loophack -|III MBit/sec 0 o o o

B | Kdndigung: M

! |




screenshots

rogramme  Tools  Hilfe ' S Y A0, dVe 1.0
8:' kundendaten l ﬂ Anschluss l * Betrieb l Dienste }
Contrack Volumen Traffic
e
MNet Builder Auswertung =
Die Tabelle zeigt alle Kunden am gewahlten Strang im MetBuilder mit ihren letzten Messwerten, Haben Sie die Option "+ Graph" mit einem Wert ausgewahlt, wird ein Graph
mit den Werten der letzten 30 Stunden in einer seperaten Spalte dargestellt,
Name Yorname 0Ort Node HE SMR HE TX HE RX CM RX CM SKNR CMTX
i s Hansruedi Aedermannsdorf W8 Kimesssissr, 139 /14 30.6 dB - -0.5 dBmy  -3.Z dBmW 34.0dB 45.0 dBmy
Mezspunkte: 360
Ty Bruno federmannsdort WE_l e, 139 / 14 30.7 dB - -0.2 dBmY -3.0 dBmY 35.5dB 523 dBmV
Mezspunkte: 360
= T Bruno federmannsdort WE_ ki, 139 / 14 31.1de - 0.2 dBmy -6.0dBmv 357 dB 52.3 dBmV
Mezspunkte: 360
o
1
i o Werner federmannsdort  WE_ e, 139 /14 1“ H 1 - - - - - - LI
el
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»command line output”

screenshots

@ https: i quickline . comymain. aspexfonbrl=lanjcnbrlUserDetails_DetailsgintUserID=100000424

rogramme ools

@ kKundendaten T @ aAnschluss

Contract Volurmen

T * Betrieh
Traffic

]( Dienste

Datasource wihlen | Letzte Messungen | Moderm Analyvzing | Docsis Maodem Info

1

£

Modem Analyzing

Ishnw cable modem verbose

MAC _Address
IF HAddress
Prim Sid
InterFace

5%5 esor
2158; SW_REV: SBE1@B-2,32, 2, 4-SCHEE-H
Upstrean Fower
Downstream Power
Timing Offset
Initial Timing OFfset
Received Power
HMAC Uersion
oS Provisioned Mode
Enable DOCSISZ2.E Mode
Phy Operating Mode
Capabilities
Sid-Said Limit
Optional Filtering Support
Transmit Eguallzer Support
Humber of E
CFG Max—-CPE
laps
Errors .
Stn Mtn Failures
Total US Flows
Total OS5 Flnw5
Total U5 Dat
Total U5 Thrnughput
Total 05 Data
Total 05 Throughput
Hot ive Classifiers
OSA-05H messages
Total Time Online

NN NE NN NE EE N NE EE NN NE RN NE EE BN NE NN NN NE AN NE EE N NE NN 5N EE AN [|EA AN 58 @E AR

;l aktualisieren I

BE8e, SohS. B de

Ca-a-102

SH; MODEL: SBS1G@>>
4E.668 dErl [SHR =
6,008 dBml [SHR =

4731
2751
@, 66
Doci. 1
DOCT .

26,22 dBml))
T2E. B8 dBmll]

{Frag=", Concat=Y, PHS=Y, Priv=BPI+}
Sids=4, Map DOs Said==15}

{862, 1P=H, 2682, 160=H}

{Taps-Sprbol= 1, Hum of Taps= 243

HiMax CPE IPs = 161

GLSep 20 12:3@:47)

=, H es

borts, 4 exhausted

act jvel

act ivel

558 packets, 15215743 butes

its-sec, H packetsssec

THE pacﬂeti 131735277 butes
ltE/EEC ﬁaDkEtE/EED
Haw = HO L
mit all

Hh

TOT) S = = = L O
o oa——

1M
LA HEI"IIEI'M'—'-'—'-I].I %

6] lBis |

% 30.06.200

B kandige




screenshots

,cable modem HF graphs“

|
8) kKundendaten [ Fl_:ﬂ anschluss [ “ Betrieb [ Dienste }

Contract Yolumen Traffic

Aktueller Contract

Abo; 3007100 Start: 01.07.2004 MAC: 0D00e.5c05.87dc Modern 10,207 Yerrechnen: & Il
{DOCSIS) IP: *Ja b HMen

Datasource wahlen | Letzte Messungen | Modern &nalyvzing | Docsis Moder Info

HE SMR. / HERX / CM SNR / CM RX / CM T¥X - 000e.5c05.87dc (DOCSIS)

M Headend SHR {(dB) Headend R (dBrmY') B Modermn SHR (dB) Modem Rx (dBm\y)
50 Modern Tw (dBrm)
40
T LT i e s R PN -
I Sy S e S i A 1I."‘"'--f""'v _.'.__.-1.""'\’ T34, 8 Modern SNR [dB
| | il ! ' 17.10.05 03:25
20 ,
10
|:|_
-1D T T T T T T
16.10.05 16.10.05 16.10.05 16.10.05 17.10.05 17.10.05 17.10.05
*%'QDD Halnl 06:00 12:00 15:00 oo:oo0 06:00 12:00
Datenbereich: 16.,10.05 00:00 - 17.10,05 15:40 (c) 2003-2004 LAM Services AG
_ __Modem ... oo Bs  [abo|
15510 00:;0e:5c:05:57 :dc 09.02.2004 16:19:07 30.06.2004 23:59:59 Light GGS
18292 00:;0e:5c:05:57 :dc 01.07.2004 00:00:00 300100
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screenshots

Statistiken

e o)

----8 GBE Toffen (Terayon)
-4  GES Kontroller 1 (Docsis)

Letzte Aktualisierung

Systemn Uptime
Systermn CPLU

Systemn Temperature

Moderm Configured / Online

Docsis

0 Stundein), 10 Minute(nl, 50 Sekundel(n)
10 Woche{n), & Tagi{e), 11 Stundeln)

22 W ¥

e ¥

1732 /1414 modems *

3 https:/ /my.quickline.com - QMC0O3 - System Grafik - Microsoft Internet Explorer M= E3 |
= &
IEL (Docsis) 212.60.35.254 - Cable3/0-upstrean3
240
™ 220
I Y
E 200 “ y A o R T i s o de *
= ) | ~ I e
[ § il ) b i
z 180
= 180
140
: t=
Sat Suh Moh Tue Wed Thu Fri Sat Suh Moh
W online Modems Maximum: 214,33 Minimum: 173,00 Average: 193,33 Cyrrent: 133,00 G .D‘:‘
Ready.
(RN SN

quigkpne
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Questions !?

http://Iwww.quickline.com

http://Iwww.lan.ch




