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Cable Management & Provisioning Platform

Introduction

Problems

Different tools

Multiple user databases

Lack of consistency



Cable Management & Provisioning Platform

Introduction

One system to fit all our needs 

:-)



Provisioning 

Management

Monitoring

Billing

Accounting

User WebUI

Admin WebUI

Partner WebUI

Abuse Management

Introduction

What do we need ?



Overview



We need servers .... A lot of servers ....

Overview

KIM (Kabel Internet Management) overview



Overview

KIM (Kabel Internet Management) overview
Central database
Applications servers

WebUI

Provisioning DHCP/TFTP

Polling / Query Engine

Automatic Abuse Detector
Viruses / Trojans

XML data

Daily reports

Provisioning 2 (Dial / PPPoE)
XML data

XML data
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Provisioning

DHCP Server

Running on two servers

Self written

XML over HTTPS Provisioned

Independent from any external database
Local database in memory (and copy on disk)

Fully redundant (and load-balanced)
Real time announcement of leases to each other

Security and features
Workaround of certain client protocol mistakes
Support of DHCP_VERIFY (Cisco Feature)
User based fixed IP forced with Cable modem
Enforcement of MAX-CPE
Customization, provisioning of particular devices (VoIP box, 

Radio, etc..)



Provisioning (2)

TFTP Server

Running on two servers

Self written

XML over HTTPS Provisioned

Independent from any external database
Local database in memory (and copy on disk)

Fully redundant (and load-balanced)

Security and features
“on the fly” generation of DOCSIS configuration file
Mac address / IP verification
Customization, provisioning of particular devices (VoIP box, 

Radio, etc..)



Provisioning 2

Radius (Dial / PPPoE)

FreeRadius

XML over HTTPS Provisioned

Independent from any external database
Local MySQL database

PPPoE
Fixed IP / IP ranges routing (keep mobility / ease of migrations) 

Dial
Backup link (Fixed IP / IP ranges routing)
Stay online at your “Chalet” ;)
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Polling / Query Engine

Recurrent Polling

Self written

XML over HTTPS Provisioned

Independent from any external database
Local MySQL database

Retrieval of Broadband Access Routers counters (5min interval)
traffic ( packets – bytes )
power levels
signal to noise
errors
etc …

Retrieval of Cable Modem values (min 24 hours)
Modem capabilities



Polling / Query Engine (2)

Realtime/On-demand queries

Self written

XML over HTTPS Provisioned

Independent from any external database
Local MySQL database

Cisco & Terayon commands
“show cable modem xxxx.xxxx.xxxx qos”
“show cable modem xxxx.xxxx.xxxx phy”
“show arp esn xx:xx:xx:xx:xx:xx”
etc ..

Modem capabilities
Validation of DOCSIS certificates with openssl
Control of software version

Cable modem software upgrade



Abuse Detection



Automatic Abuse Detection

„default route sniffer“

Sniffing of “default route”
source IP, destination port, protocol and port

Daily report of top 10 users

Sample report:

=> Global

Packets          IP Address
264367 (18.58%) 97.88.121.84
117654 ( 8.27%) 97.88.97.66
27742 ( 1.95%) 97.88.96.12

=> Per user

First packet: 2005-10-16 17:03:27
Last  packet: 2005-10-16 20:49:43

Packets           Protocol/Port (description)
27712 (99.78%)  udp/137 (netbios-ns)

30 ( 0.11%)  icmp



Screenshots!! ;-)



screenshots

„Powersearch“



screenshots

„Cable Modem Interfaces“



screenshots

„Comparing users on the same HF node“



screenshots

„Command line output“



screenshots

„Cable modem HF graphs“



screenshots

„Global Statistics“



Questions !?

http://www.quickline.com

http://www.lan.ch


